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Course
Name/
Nama Kursus

Cyber Security
Keselamatan Siber

2. | Course Code | TTTK2233
/
Kod Kursus
3. | Course Core / Teras
Classification
/Klasifikasi
Kursus
4. This course exposes students to cyber security. In addition, the
discussion also covered the threats posed to cyber security. For the
purpose of understanding cyber security, the basic method of encryption
and message confidentiality as well as the concept of the public key and
authentication are shown. Applications that require security measures
such as electronic mail, Internet Protocol security, network security, and
web security are examples of applications in this course. In addition, the
topic of hackers, viruses, and firewalls will also be discussed.
Synopsis
/Sinopsis Kursus ini mendedahkan kepada pelajar mengenai keselamatan siber.
Selain itu, perbincangan juga meliputi ancaman terhadap keselamatan
siber. Bagi tujuan kefahaman terhadap keselamatan siber, kaedah asas
iaitu enkripsi dan kerahsian mesej serta konsep mengenai kunci awam
dan pengesahan ditunjukkan. Aplikasi yang penting memerlukan ukuran
keselamatan seperti mail elektronik, keselamatan IP, keselamatan
rangkaian dan keselamatan web merupakan contoh applikasi dalam
kursus ini. Selain itu, topik mengenai teknologi penceroboh, virus, dan
dinding api juga akan dibincangkan.
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Staff / Nama
Staf
Akademik
6. | Credit Value |3
/ Nilai Kredit
7. | Pre-requisite/ | Tiada
co-requisite
(ifany )/ Pra
Syarat (jika

ada)




8. | Course HPK 1 Describe main threat issues in a cyber security.
Learning (C4; HPP1)
Outcomes Menghuraikan isu utama ancaman keselamatan siber.
(CLO) HPK 2 Explore multiple algorithm and cryptography protocol that form
/ Hasil the basis in security application in cyber security. (C3; HPP2)
Pembelajara Men_ero_ka pelbagai alg_oritrr_la dan protok(_)l kriptografi yang
n KUrsus menjadi dasar dalam aplikasi keselgma_tan siber.
(HPK) Analyse sgfg ar)d un.safe netyvork situations. (C5; HPP2) .
HPK 3 | Menganalisis situasi rangkaian yang selamat dan yang tidak
selamat.
9. | Skills learned 1. Cognitive skills / Kemahiran Kognitif
in the course
of study
which can be
useful and
utilized in
other settings
/ Kemahiran
yang
dipelajari
dalam kursus
pengajian
yang boleh
berguna
10. | Kaedah 1. Portfolio, atau
Penilaian 2. Ujian Cabaran
APEL.C

Nota: Penentuan kaedah penilaian APEL.C tertakluk kepada
perbincangan pelajar dengan penasihat.




