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ABSTRACT 

With technology increasingly integrated into daily operations, organizations are more 

vulnerable to cyber threats, particularly social engineering attacks like phishing. Phishing 

attacks remain a significant threat to academic institutions, targeting staff through deceptive 

emails to extract sensitive information. Federal Polytechnic Bali (FPB) faces increased 

vulnerability to phishing due to limited cybersecurity awareness among staff. Phishing 

simulation exercises have been identified as an effective method to improve recognition and 

response to such threats. This study employed a quantitative experimental research design 

involving a pre-survey, phishing simulation, and post-survey. A total of 280 staff were targeted 

with a simulated phishing email titled "13-Month Bonus Payment." The study measured click 

rates, submission rates, and post-simulation awareness levels to evaluate staff susceptibility and 

response improvement. Out of 280 targeted staff, 41.8% engaged with the phishing email, with 

29.6% being academic staff and 12.1% non-academic staff. Pre-simulation awareness was low, 

with only 32.6% of staff familiar with cybersecurity practices. After the simulation, 83.8% of 

participants reported increased phishing awareness. The study demonstrated a statistically 

significant improvement in phishing knowledge, with "Excellent" and "Good" ratings increasing 

from 33.1% to 90.1%. The study highlights the need for regular phishing simulation exercises 

and targeted cybersecurity training for staff. The findings support integrating phishing 

simulations into the institution’s cybersecurity strategy to enhance overall digital resilience. 
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ABSTRAK 

Dengan teknologi yang semakin diintegrasikan ke dalam operasi harian, organisasi menjadi 

lebih terdedah kepada ancaman siber, terutamanya serangan kejuruteraan sosial seperti 

pancingan data. Serangan pancingan data kekal sebagai ancaman utama kepada institusi 

akademik, dengan menyasarkan kakitangan melalui emel yang mengelirukan untuk 

mendapatkan maklumat sensitif. Politeknik Persekutuan Bali (FPB) menghadapi tahap 

kerentanan yang lebih tinggi terhadap pancingan data disebabkan oleh kesedaran keselamatan 

siber yang terhad dalam kalangan kakitangannya. Latihan simulasi pancingan data telah dikenal 

pasti sebagai kaedah yang berkesan untuk meningkatkan keupayaan pengenalan dan tindak 

balas terhadap ancaman tersebut. Kajian ini menggunakan reka bentuk penyelidikan eksperimen 

kuantitatif yang melibatkan pratinjauan, simulasi pancingan data, dan pascatinjauan. Seramai 

280 orang kakitangan telah disasarkan dengan emel pancingan data simulasi bertajuk "Bayaran 

Bonus Bulan Ke-13." Kajian ini mengukur kadar klik, kadar penyerahan maklumat, dan tahap 

kesedaran selepas simulasi bagi menilai tahap keterdedahan dan penambahbaikan dalam tindak 

balas kakitangan. Daripada 280 kakitangan yang disasarkan, 41.8% telah berinteraksi dengan 

emel pancingan data tersebut, dengan 29.6% adalah kakitangan akademik dan 12.1% kakitangan 

bukan akademik. Tahap kesedaran sebelum simulasi adalah rendah, dengan hanya 32.6% 

kakitangan yang biasa dengan amalan keselamatan siber. Selepas simulasi, 83.8% peserta 

melaporkan peningkatan dalam kesedaran terhadap pancingan data. Kajian ini menunjukkan 

peningkatan yang signifikan secara statistik dalam pengetahuan mengenai pancingan data, 

dengan penarafan "Cemerlang" dan "Baik" meningkat daripada 33.1% kepada 90.1%. Kajian 

ini menekankan keperluan untuk melaksanakan latihan simulasi pancingan data secara berkala 

dan latihan keselamatan siber yang disasarkan kepada kakitangan. Penemuan ini menyokong 

pengintegrasian simulasi phishing ke dalam strategi keselamatan siber institusi bagi 

meningkatkan daya tahan digital secara menyeluruh. 

Kata kunci: Pancingan Data, Keselamatan Siber, Simulasi Pancingan Data, Kakitangan 

 

INTRODUCTION 

The use of information and communications technologies has led to novel progressions in our 

daily lives and precipitated an acceleration in the use and production of electronic devices. As 

the world has moved into the cyber generation, an increasing number of scepticisms related to 

the use of the digital environment have transpired, presenting new digital security risks and 

challenges. Over the last decade, a remarkable growth in the number of cybercrimes has been 

documented worldwide. These crimes have been successfully carried out through the Internet; 

including deception, identity stealing, tricks, cyberstalking, and cyber terrorism (Aljeaid et al. 

2020). An increasing number of internet resources and research highlight the effectiveness of 

email phishing techniques. 96% of social attacks arrive via email, and 85% of IT breaches 

involve human involvement. Phishing is a prevalent and remarkably effective tactic (Tomiđić, 

2023). In a study by Ahmed (2021) noted that social engineering (SE) describes events where 

an information system is compromised by the application of social techniques. Phishing is one 

of the techniques used to compromise sensitive data. According to Chanti et al. (2022), phishing 

is a deceitful action through which the phisher influences users into revealing their sensitive 

data to gain monetary. Phishing attempts often target emails since people check their accounts 

both at home and at work. Adversaries can choose from a variety of tactics when emails are 

used as a vector for phishing attacks, including posing as the sender, adding a malicious 

payload, or including malicious links within the content of the email's body (Casagrande et al. 

2023). They classify prevalent phishing strategies, including email spoofing, the incorporation 
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of malicious links, and the utilization of misleading payloads. This typology significantly 

influenced the design of our phishing simulation at Federal Polytechnic Bali, as we integrated 

components such as forged sender identity and urgency indicators to replicate authentic attacks 

However, while Casagrande et al. focus on European educational settings, this study extends 

the context to a Nigerian polytechnic, addressing a gap in the geographic and institutional 

literature on phishing susceptibility. Their study helps to understand the various methods of 

performing phishing attacks. 

Phishing simulations are a necessary tool for employee training, on how to identify and counter 

phishing attacks that target organizations. Phishing simulation, as mentioned by Rizzoni et al. 

(2022), tests employees' capacity to recognize phishing emails through a controlled and 

approved fake attack. The importance of these simulations in preventing cybercrimes has been 

shown by multiple research papers and their broad availability from different cyber awareness 

training providers. It is well established from a study by Casagrande et al. (2023) that academic 

institutions face significant threats from phishing attacks, which can result in substantial 

financial losses and compromised academic property. The study by Casagrande et al. highlights 

the severity of this issue. For example, the threat actor known as the Silent Librarian deployed 

deliberate spear phishing assaults on academic establishments. They also gained illegal access 

to computer networks, stole confidential information, and sold it to Iranian clients including 

Iranian colleges and the government. University email templates, addresses, websites, and 

branding were impersonated in order to drive victims to fraudulent university library login 

pages. Silent Librarian stole around 3.4 billion dollars in intellectual property between 2013 

and 2017 and compromised 8,000 university accounts. Moreover, Lancaster University in 

England experienced a sophisticated phishing attack that led to a data breach, and an analysis 

of email security revealed thousands of compromised accounts at top universities (Casagrande 

et al. 2023). These incidents underscore the urgent need for academic institutions to prioritize 

cybersecurity and protect against phishing attacks. This research aims to measure the current 

state of cybersecurity resilience at the Federal Polytechnic Bali, particularly to phishing attacks, 

to design and implement phishing simulation exercises, and to evaluate the effectiveness of 

phishing simulation in improving staff awareness, preparedness, and response to phishing 

threats. This study seeks to address the following research questions: What is the current level 

of phishing awareness among academic and non-academic staff at Federal Polytechnic Bali? 

To what extent does a targeted phishing simulation improve staff awareness and response to 

phishing attempts? 

 

RELATED WORK 

According to the 2020 Anti-Phishing Working Group (APWG) report, the number of phishing 

websites discovered rose between Q4 2019 and Q1 2020. Moreover, there were around 214,345 

distinct phishing sites, and recent phishing assaults have increased since early 2020 and in the 

year 2021, 83% of institutions reported phishing assaults. In a recent report, APWG’s Q4 2023 

Phishing Activity Trends Report discloses that the APWG study carefully examines 

precariously close to five million phishing attacks in 2023, making it a breaking-record year 

for phishing. APWG Senior Research Fellow highlights that phishing attacks dropped in the 

mid-year of 2023 because of the termination of operation of the free assessable domain name 

program called Freenom. However, despite a decline in the first quarter, phishing increased in 

the latter half of the year. In the final phase of 2024, the APWG noticed 1,007,501 phishing 

attacks. 

Much of the literature on phishing simulation has emphasized the importance of training on 

identifying and reporting phishing emails as a component of an organization’s information 
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security awareness training program. training and educating all users on cybersecurity 

awareness and related responsibilities is essential to cybersecurity risk management. Also, 

training should be provided to new users and repeated periodically. Organizations are 

encouraged to enhance the training by conducting exercises that simulate actual cyberattacks. 

Today, several open-source and commercial tools are readily available to send emails to 

simulate a phishing attack. Many organizations authorize the using these tools to enhance 

cybersecurity training and launch phishing emails to generate a simple metric of the percentage 

of users that were fooled by the phishing email. An organization and its users must be trained 

before you can test their abilities to detect and respond to phishing. The phishing exercise is 

not the training itself but a measure of the effectiveness of the provided training. It is also 

intended to reinforce concepts in the training material. The components of a security awareness 

training program can vary based on tailoring for the organization (Miranda, 2018). In their 

impressive study at the University of Redacted, Casagrande et al. (2023) aimed to identify 

individuals who are more susceptible to phishing attacks. They sent phishing emails to 1,508 

participants, and divided them into three groups, gathering a click rate. The results indicated 

that the initial group had a click rate of 30%, while the second and third groups had lower rates 

of 11% and 13%, respectively. The study found that students are more vulnerable to phishing 

attacks compared to staff members. 

According to Beu et al. (2023), organizations evaluate employee susceptibility to phishing 

attacks by conducting regular blinded phishing simulation exercises. These phishing 

simulations involve sending emails to employees with identifiable phishing cues, such as 

suspicious sender URLs or spelling errors. Key metrics derived from these simulations are click 

rate and reporting rate. Click rate displays the percentage of successful phishing attempts by 

the employees to click the link in an illegitimate email. On the other hand, the reporting rate 

reflects the percentage of simulated phishing links that were reported using the organization's 

reporting process for suspected phishing emails, demonstrating proactive awareness of 

potential threats. In research by Yeng et al. (2022) involving 167 healthcare staff for phishing 

simulations, 102 (61.1%) engaged with the simulated malicious link, while 65 (38.9%) 

remained impervious to the attack. Additionally, 25 participants (24.5%) out of the 102 who 

visited the link completed the questionnaire included in the research. Thus, 77 people (75.5%) 

did not respond to the survey. The clicking behavior was increased at the beginning of the 

simulated attack but significantly reduced after the initial two days. Among the 167 staff 

members who received the simulated phishing email, 61.1% fell victim. Nevertheless, just 25 

(24.5%) of the victims completed a questionnaire, citing various reasons for their vulnerability. 

For example, 7 (68%) of the 25 participants trusted the phishing message's subject, whereas 6 

(24%) were inquisitive.  

A. Phishing attacks in educational institutions 

Li et al. (2020) draw attention to the fact that universities are experiencing cyberattacks, with 

a minimum of one out of three simulated phishing emails being clicked by more than 20% of 

university staff. A broadly similar point has also been made by Goel et al. (2017) who found 

that a substantial number of students approximately over 25% opened phishing and half of 

them took risk by clicking the attached link. This leads to security breaches and other 

cybersecurity incidents. In the same vein, Dolliver et al. (2021), outline that universities 

frequently deal with large volumes of sensitive information about staff and students, which can 

be traded or utilized for criminal activities including identity theft or extortion. As a result, a 

single university is subject to a massive number of cyberattacks weekly. 

As noted by Singar et al. (2020) educational institutions have extremely comprehensive and 

intricate online activities concerning the wide range of data they own and their assortment of 
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actions on the internet, accumulating computing power. In the field of cybersecurity, an 

educational institution is not simply another susceptible organisation, various elements make 

the organisation to be a unique cybersecurity target. Borgman (2018) shows that educational 

institutions that have integrated digital technology in all aspects of their operations have a 

continuous procedure for generating and utilizing data obtained from registrars, faculty 

documents, identity cards used for permission services, etc. Additionally, by using EdTech to 

gather as much data as possible on students and their academic grades, big data analytics and 

educational data mining are being used to enhance instructional materials and assist teachers 

in understanding the unique requirements of each student. Students' privacy has long been a 

source of worry for such data-gathering activities (Peterson 2016). As colleges become more 

vulnerable to cyberattacks, security becomes even more of a problem because of the enormous 

volume of different data that is difficult to safeguard. 

B. The role of phishing simulations 

There is a growing body of literature that recognizes the importance of phishing simulation in 

an organization. Several organizations implement phishing simulation as a preventative 

defensive strategy in response to the increasing sophistication of phishing attacks. By 

simulating genuine phishing scenarios, these simulations enable organizations to evaluate the 

awareness levels as well as responses of their staff members. Phishing simulations are effective 

educational instruments that extend beyond evaluation. They foster a culture of increased 

awareness among staff members, providing them with the essential skills necessary to 

recognize and thwart phishing attempts. The successful implementation of phishing simulation 

necessitates the customization of scenarios to reflect the organization's actual hazards. These 

simulations, which vary in complexity, offer tools to improve comprehension of phishing 

indications as well as instant feedback. Employees get an acute sense of phishing red flags 

through frequent simulations, which improves their capacity to identify and neutralize such 

threats (Bichnigauri et al., 2024). 

 

PREVIOUS CASE STUDIES ON PHISHING SIMULATIONS 

 

C. Universiti Kebangsaan Malaysia 

Nurhafizah et al. (2018) carried out an experimental phishing simulation exercise at the 

Universiti Kebangsaan Malaysia (UKM) with 553 employees from different faculties, 

enticement spear-phishing email with the subject matter “Financial Aid” was sent to them. At 

the end of the simulation, a post-analysis survey was sent. By the end of the survey period, data 

had been recorded from employees of different faculties, 45% of whom were from the faculty 

of science and technology while 49% were from non-faculty of science and technology, and 

the remaining 5% from other divisions. This indicates that the employees from these faculties 

had forwarded the content of the email to other units. Furthermore, 60 responses were collected 

in the post-analysis survey, the majority of participants (53%) indicated that they had supplied 

their sensitive data, while the remaining percent identified that the email was apprehensive. 

Most of the participants believe that the email was genuine from the official due to the identity 

of the sender and the subject matter of the enticement phishing email. On the contrary, some 

refused to click the link because the email and website looked questionable. 
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D. University of Maryland, Baltimore County (UMBC) 

According to Li et al. (2020), two phishing studies comprised both experiments and surveys, 

at the University of Maryland, Baltimore County (UMBC), a phishing email experiment was 

begun to examine demographic aspects associated with phishing. During the process, they sent 

out simulated phishing attacks targeting 1,350 students who had not been briefed about the 

trial. A follow-up survey was sent after the experiment to examine other demographic 

parameters, which include computer usage time and anti-phishing training experience. 

Similarly, three phishing exercises were conducted between March, August, and December at 

the National Institute of Standards and Technology aimed against around 70 employees. The 

goal was to determine why email users clicked or did not click on phishing links and 

attachments. Post-exercise surveys were administered after each campaign exploit, and survey 

responses were compared between clickers and non-clickers of the link in the email. 

E. Technical University of Cluj-Napoca 

In November 2023, a phishing simulation was conducted at the Technical University of Cluj-

Napoca, with over 20,000 participants, including students and staff, configured various attack 

set-ups by utilizing social engineering methods through Office 365's educational services. This 

involved creating deceptive emails and fraudulent login pages to examine user actions in 

response to phishing attempts. The simulation campaign collected quantitative data concerning 

click rates, report rates, feedback on user confidence as well as the perceived difficulty of 

phishing attacks. Participants shared their experiences on detecting phishing attempts and their 

perceptions of the situation's complexity. This examines and evaluates uncovered areas for 

improvement in both individual and institutional cybersecurity policy. The study’s findings 

indicated a varying degree of security literacy among users, indicating the need for phishing 

simulation to enhance cybersecurity awareness and readiness against phishing threats in 

educational institutions (Ciupe et al. 2024). 

F. Thai Railway Company 

A study conducted in a Thai railway company demonstrated the effectiveness of phishing 

simulations. At the start, phishing emails were offered for fake promotions from a renowned 

IT equipment store. The email was sent to nearly 700 employees, resulting in a 9.5% click rate 

lower than the average rate of 12%, indicating a high level of awareness. After this, training 

was provided to employees who fell victim to the first attack. Afterward, a second phishing 

simulation was conducted, using an email from a fake IT administrator demanding for their 

password changes. Results revealed an 8.0% click rate among employees who avoided the first 

attack, with 1.4% falling victim to both attempts. These findings highlight that distinct phishing 

content significantly impacts employees’ susceptibility. It emphasizes the importance of 

continuing knowledge transfer and cybersecurity awareness training for the employees (Patsita 

et al. 2023). 
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TABLE 1. Related case studies summary 

Organisation Target Task Method Data Analysis 

Technical University 

of Cluj-Napoca 

Staff and 

students 

 

Office 365 

educational 

Email and 

fake 

website 

Personal data Number of respondents 

click rates, report rates, 

feedback on user 

confidence 

University of 

Maryland, 

Baltimore County 

(UMBC) 

Students Account 

verification  

Email and 

fake 

website 

Personal data Number of respondents  

American 

University of 

Sharjah 

Staff and 

students 

Profile update Email and 

fake 

website 

Personal data 

such as 

address, 

occupation 

and phone 

number 

Number of respondents  

  

Thai railway 

company 

Staff Promotion 

from IT 

equipment 

store 

Email and 

fake 

website 

Personal data 

and password 

Number of respondents 

click rates, report rates 

 

Table 1 summarizes case studies involving Technical University of Cluj-Napoca, UMBC, 

American University of Sharjah, and Thai railway company, targeting staff and students through 

similar tasks utilizing phishing techniques, such as emails and fake websites, to collect personal 

data. Common tasks across organizations include Office 365 educational access, account 

verification, profile updates, and promotional offers. Data collected typically includes personal 

information, such as addresses, passwords, and other sensitive details. Analysis methods focus 

on metrics like the number of respondents, click rates, report rates, and feedback, highlighting 

patterns in user interactions and confidence levels in responding to these phishing activities. 

 

 

METHODOLOGY 

 

This study employs a quantitative experimental research approach, integrating quantitative 

methods to provide a broad-scope analysis of the impact of phishing simulations on cybersecurity 

resilience. The quantitative aspect involves pre-and post-simulation surveys to measure changes 

in awareness and behaviour amongst employees at Federal Polytechnic Bali before the 

simulation. The study adopts the four phases of simulation procedure design and implementation 

as executed at the Universiti Kebangsaan Malaysia in the work-study of Nurhafizah et al, (2017). 

The four phases of the simulation procedure are planning, design, implementation, and analysis, 

as shown in Figure 1. 
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FIGURE 1. Research Design 
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Figure 1 outlines a structured four-phase process for conducting a phishing email study. In 

Phase 1 (Planning), the process begins with a briefing session and approval from the FPB 

(Faculty Planning Board). Phase 2 (Design) involves creating the phishing email campaign 

alongside a pre-survey and post-survey. Adjustments are made to the initial design based on 

spam filter testing and designing the phishing content and associated Google Forms. A pilot 

test run ensures the design is refined before full implementation. In Phase 3 (Implementation), 

the study is executed by first sending the pre-survey to participants, followed by a delay, and 

then distributing the phishing emails to both academic and non-academic staff. After another 

delay, the post-survey is sent to gather responses. In Phase 4 (Analysis), the collected data is 

analyzed to produce results. It highlights a systematic workflow that includes delays between 

steps for proper assessment and ensures both technical and ethical considerations are integrated 

throughout the study. 

RESULT AND DISCUSSION 

Pre-Simulation Survey Analysis 

By the end of the survey period, data had been collected from 190 individuals, Figure 2 shows 

the pre-simulation survey response summary, a total of 280 survey questionnaires were sent as 

part of the pre-phishing simulation to evaluate the understanding of the participants regarding 

the cybersecurity and phishing awareness. The results indicate that out of 280 total samples, 

only 190 (67.8%) responded. 

 
 

FIGURE 2. Pre-simulation survey response 

 

In Figure 3, the pie chart illustrates the staff category distribution among 190 participants, 

showing that 115 respondents (61%) were academic staff, while 75 respondents (39%) were 

non-academic staff. Additionally, Figure 4.3 provides an analysis of the responses by schools. 

Among the participants, the SST accounted for 42 respondents (22.1%), SET had 26 

respondents (13.7%), SAT comprised 30 respondents (15.8%), another 30 respondents (15.8%) 

were from SBMT, and 62 respondents (32.6%) were Registry. 
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FIGURE 3. School and staff category chart 

 

Cybersecurity Practices Analysis 

The data in Figure 4 shows the level of familiarity with cybersecurity and those who attended 

cybersecurity training among the staff. Out of the 190 respondents, 62 (32.6%) are familiar 

with cybersecurity while 128 (67.4%) are not familiar. Additionally, regarding the training, the 

chart also shows that 76 respondents, 40%, have attended training on cybersecurity whereas 

114 respondents, 60%, did not. 

 

 
 

FIGURE 4. Familiarity with cybersecurity 

 

Level of awareness about phishing before the study 

Figure 5 depicts the respondents' self-assessment of their knowledge of cybersecurity and 
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10.5%, rated their knowledge as 'Excellent', 43 respondents, 22.6%, assessed it as 'Good', 58 

respondents, 30.5% rated it as 'Fair', 63 respondents, 33.2% rated it as 'Poor', and 6 respondents 

3.2% rated it as 'Very poor'. 

 
 

FIGURE 5. Self-Assessment Rating Scale Before Simulation Chart 

 

Phishing Simulation Analysis 

Figure 6 shows the phishing simulation response summary, a total of 280 emails were sent as 

part of the phishing simulation. Out of these, 117 recipients opened the email, clicked on the 

links, and submitted their data, resulting in a submission rate of 41.8%. Among the 117 

responses, 83 (29.6%) responses were from the academic staff, while 34 (12.1%) responses 

came from non-academic staff. Additionally, 163 recipients (58.2%) either did not engage with 

the email or opened it, clicked the link but did not submit any data, or deleted the email without 

opening it. Academic staff has the highest success rate for submitted data at 83 (29.6%), while 

non-academic staff has the lowest success rate at 34 (12.1%). 

 

FIGURE 6. Phishing simulation response summary 

 

Excellent Good Fair Poor Very

Scale 5 4 3 2 1

No. of Response 20 43 58 63 6

Percentage % 10.5% 22.6% 30.5% 33.2% 3.2%

0.0%

5.0%

10.0%

15.0%

20.0%

25.0%

30.0%

35.0%

0

10

20

30

40

50

60

70

P
er

ce
n

ta
ge

 

N
o

. o
f 

R
es

p
o

n
se

 

Axis Title

Scale No. of Response Percentage %

Total Email

Sent

Total Data

Received

Academic

Staff Data

Received

Non-

Academic

Data

Received

Unanswered

No. of Response 280 117 83 34 163

Percentage 100.0% 41.8% 29.6% 12.1% 58.2%

0

50

100

150

200

250

300

N
o

. 
o

f 
R

es
p

o
n

se
s

Response Summary

No. of Response
Percentage



230 
 

Figure 7 shows the analysis of phishing simulation response rates by schools. The Registry had 

the highest number of staff successfully phished, with a rate of 34 (12.1%). This was followed 

by the School of Engineering (SET), which had a rate of 25 (8.9%). Next was the School of 

Business and Management Technology (SBMT) with a rate of 23 (8.2%), followed by the 

School of Science Technology (SST) at 18 (6.4%), while the School of Agricultural Technology 

(SAT) had the lowest with 17 (6.1%). 

 

FIGURE 7. Phishing simulation response rate by school 

 

Post-Simulation Survey Data Analysis 

After completing the phishing campaigns, a post-simulation survey was conducted to gather 

insights into the staff's experiences and awareness. The questionnaire consisted of two sections 

with a total of 13 questions and was distributed to participants, the first section contained 

questions regarding the staff Phishing Simulation Experience, while the second section 

questions regarding the feedback on the simulation and assessed staff awareness. However, by 

the end of the survey period, data had been collected from 111 staff. 

Did you receive the email ‘13-month bonus payment’? 

When asked whether they received the ‘13-month bonus payment’ phishing email, 100 

respondents (90.1%) reported that they received the phishing email, while 11 respondents 

(9.1%) did not receive the phishing email. As shown in Table 2. 
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BONUS PAYMENT’ phishing email. The analysis reveals that 99 respondents (97.1%) opened 

the phishing email, 23 respondents (22.5%) deleted the email, 72 respondents (72.6%) clicked 

on the phishing link, 23 respondents (22.5%) reported the email, and 21 respondents (20.6%) 

chose to ignore the email. 

 
FIGURE 8. Action after receiving the email 

What helps you to identify the email as suspicious? 

Figure 9 shows the feedback from respondents who did not click on the embedded Google 

Form link. It highlights the reason they did not respond to the phishing email they received. 

Since multiple selections were allowed, various factors were identified by the respondents. 

From these factors selection, the results show that the most common indicator of a suspicious 

email was identified by 42 respondents (89.4%), spelling and grammar errors identified by 40 

respondents (85.1%), sense of urgency recognized by 39 respondents (83%), unexpected 

requests by 36 respondents (76.6%), suspicious links 31 respondents (66%) and unfamiliar 

sender or email address 20 respondents (42.6%). 

 
 

FIGURE 9. Factors identifying emails as suspicious 
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Factors Influencing Email Trust 

Figure 10 shows the result of factors that Influence the participants to trust the email, for 

respondents who trust the email and click on the embedded Google Form link. It outlines the 

reason why they trust and respond to the phishing emails they receive. Since multiple selections 

were also allowed, various influences on their trust in the email were identified. From these 

factors selection, the results reveal the factors influencing email trust. 60 respondents (98.4%) 

indicated the email was from Federal Polytechnic Bali, 33 respondents (54.1%) were 

influenced by legitimate-looking content, the sense of urgency influenced 52 respondents 

(85.2%), and the content subject '13-month bonus payment' attracted 58 respondents (95.1%). 

 

FIGURE 10. Factors influencing email trust 

Did Simulation Have Increased the Awareness of Phishing Threats? 

Participants were asked whether the phishing simulation had increased the staff’s awareness of 

phishing threats. A majority of staff, 93 respondents (83.8%) responded that they believed the 

simulation had increased their awareness, and 10 respondents (9.0%) answered that it did not 

have an impact. At the same time, a smaller group of 8 respondents (7.2%) were unsure about 

its impact. As shown in Table 3, this result indicates that the simulation effectively educated 

staff about the dangers of phishing and enhanced their ability to recognize similar threats in the 

future. 

TABLE 3. Phishing awareness simulation impact 

Phishing Awareness Impact No. of Response  Percentage % 

Yes 93 83.8% 

No 10 9.0% 

Not Sure 8 7.2% 

 

Phishing Knowledge Rating After the Study 

Participants were asked to rate their knowledge of phishing after completing this study. Figure 

12 presents the analysis results: the majority, 74 respondents (66.7%) rated their understanding 

as “Good,” 26 respondents (23.4%) rated it as “Excellent,” while 11 respondents (9.9%) rated 
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it as “Fair.” None of the respondents rated their understanding as “Poor” or “Very Poor.” Based 

on the feedback submitted by the participants, this simulation has had a positive effect by 

increasing their understanding or awareness level of phishing threats. As shown in Figure 11. 

 
FIGURE 11 Self-assessment rating scale chart 

 

Change in Participants’ Self-Assessment Rating Before and After Study 

We can use the Chi-Square Test for Independence to analyze the change in participants' self-

assessment ratings before and after the study. This test allows us to determine if there is a 

statistically significant difference in the distribution of ratings before and after the study. Table 

4 shows the expected values of actual assessment ratings before and after the simulation. 

 

TABLE 4. Actual scale assessment value pre- and post-study knowledge levels 

Scale Before  After  Row Total 

Excellent 20 26 46 

Good 43 74 121 

Fair 58 11 69 

Poor 63 0 63 

Very poor 6 0 6 

 190 111 301 
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The expected frequency for the “Excellent” rating scale before the simulation is computed as: 

𝑬 =
𝟒𝟔 × 𝟏𝟗𝟎

𝟑𝟎𝟏
= 𝟐𝟗. 𝟎𝟒 

Similarly, the expected frequency for the “Excellent” rating scale after the simulation is 

computed as: 

𝑬 =
𝟒𝟔 × 𝟏𝟏𝟏

𝟑𝟎𝟏
= 𝟏𝟔. 𝟗𝟔 

Following this approach, the full table of expected frequencies is presented in Table 5 below. 

 

TABLE 5. Expected scale assessment value before and after 

Scale 
Excellent 

(5) 

Good 

(4) 

Fair 

(3) 

Poor 

(2) 

Very Poor 

(1) 
Total 

Before 29.04 73.85 43.55 39.77 3.79 190 

After 16.96 43.15 25.45 23.23 2.21 111 

      
301 

 

Table 6 shows the comparison of phishing knowledge before and after the study and Chi-Square 

contributions. Comparing these predicted values with observed values helps determine whether 

there is a statistically significant difference in responses before and after the simulation. 

 

TABLE 6. Comparison of phishing knowledge before and after the study 

 

 

Scale 
OB 

(O1) 

OA 

(O2) 
EA (E1) 

EA 

(E2) 

 

(𝑶𝟏 − 𝑬𝟏)𝟐

𝑬𝟏
 

 

(𝑶𝟐 − 𝑬𝟐)𝟐

𝑬𝟐
 

 

Chi-Square 

contributions 

Excellent 20 26 29.04 16.96 2.81 4.81 7.63 

Good 43 74 73.85 43.15 12.89 22.06 34.95 

Fair 58 11 43.55 25.45 4.79 8.20 12.99 

Poor 63 0 39.77 23.23 13.57 23.23 36.81 

Very 

poor 
6 0 3.79 2.21 1.29 2.21 3.51 

Excellent 20 26 29.04 16.96 2.81 4.81 7.63 
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Define Hypotheses 

 

Null Hypothesis (H₀): There is no significant difference in the distribution of self-assessment 

ratings before and after the study. 

Alternative Hypothesis (H₁): There is a significant difference in the distribution of self-

assessment ratings before and after the study. 

We need the expected frequencies for a Chi-Square test if the distributions did not change. The 

expected counts for each cell are calculated based on the marginal totals. Let: 

O = Observed frequency 

E = Expected frequency 

 

Calculate Chi-Square Statistic 

The Chi-Square formula is: 

A significance level of 0.05 is selected as it is the most used value by researchers. 

𝚾𝟐 = ∑
(𝑶 − 𝑬)𝟐

𝑬
 

𝚾𝟐 = ∑
(𝑶 − 𝑬)𝟐

𝑬
= 𝟕. 𝟔𝟑 + 𝟑𝟒. 𝟗𝟓 + 𝟏𝟐. 𝟗𝟗 + 𝟑𝟔. 𝟖𝟏 + 𝟑. 𝟓𝟏 = 𝟗𝟓. 𝟖𝟖 

Since there are two conditions (before and after) and five categories. 

𝑫𝒆𝒈𝒓𝒆𝒆 𝒐𝒇 𝒇𝒓𝒆𝒆𝒅𝒐𝒎 (𝒅𝒇) = (𝟐 − 𝟏) × (𝟓 − 𝟏) = 𝟒 

 

From the chi-square distribution table, for a chi-square of 95.88 and degree of freedom of 4, 

the corresponding p-value is less than 0.0001 (𝒑 − 𝒗𝒂𝒍𝒖𝒆 > 𝟎. 𝟎𝟎𝟎𝟏), since 95.88 is higher 

than the significance level of 0.05. Based on this, the result is statistically significant. This 

suggests that the study had a meaningful impact on participants’ self-assessed knowledge, 

leading to increased ratings after the study. The increase in higher ratings ("Excellent" and 

"Good") and the decrease in lower ratings ("Fair," "Poor," and "Very Poor") after the study 

suggests improved confidence and awareness. The study appears to have been effective in 

enhancing the participants' understanding of phishing threats. 

Discussions  

Based on the FPB staff category findings, academic staff are seen to be more exposed to 

phishing attempts than non-academic staff. They recorded the highest number of responses 

29.6% of links clicked and data submitted for the campaign, while non-academic 12.1%. This 

could also be due to the academic staff's engagement with email compared to non-academic 

staff, who are not always engaging with emails. This can be considered unexpected as academic 

staff are considered more educated and tend to make appropriate judgments when receiving 

specific phishing emails. Therefore, this group of staff should be given due attention to 

cybersecurity awareness activities at FPB. 

Apart from that, in the FPB school category, the highest number of staff that had fallen victim 

during this phishing campaign was from the registry. Besides that, the accounting (ACC) 
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department had the highest engagement rates across all other academic departments while 

Entrepreneur ETRP had the lowest rate. The metrics of clicked links and submitted data provide 

a comparative analysis of staff engagement and susceptibility. The campaign successfully 

phished 111 staff to click on the link and submit data. The post-simulation questionnaire survey 

indicated that some staff only clicked on the link without submitting their data. Although they 

did not submit their credentials, they were still successfully deceived. In a real-world situation, 

suspicious links could potentially download malicious software that would harm the user’s 

computer as well as steal the user’s data. The campaign's success can be attributed to its positive 

tone, offering a 13-month bonus package. It made the campaign to be effective in deceiving 

employees as it had a significant response rate. Hence, proves that the promise of financial gain 

often achieves higher success rates, making staff more susceptible to fall for such scams. This 

always indicates that staff are likely to fall victim to financial gain. 

Several factors attributed to staff falling victim to phishing, the results indicate that they were 

more likely to be phished because they acted quickly without verifying the email's legitimacy. 

The highest factor that influenced their decision to respond to the specific phishing email is the 

email address and 13-month bonus package with response rates of 98% and 95% respectively. 

The effectiveness of this type of phishing email highlights the need for staff to be educated on 

the importance of verifying the authenticity of such requests before acting. This shows that 

choosing the right topic and character is important in creating a simulation activity scenario. 

This percentage shows that 'characters' who have a high reputation in the organization influence 

FPB staff in taking further actions. The selection of characters and topics can be done through 

brainstorming among the testing team based on the observation of the current situation 

involving FPB staff such as the issue of promotion arrears and federal government subsidy 

removal palliative. If the topic presented is not relevant or related, it is most likely that FPB 

staff will not be interested in participating in the simulation activity. 

Among the staff who did not respond to the specific phishing email, 43.2% of respondents 

indicated that they did not take any action after learning that the ‘13-month bonus payment’ 

email was a phishing email. This was followed by 22.5% of respondents reported to the ICT 

unit to take appropriate action while 20.6% acted by ignoring the email and 22.5 deleted the 

email. The percentage of FPB staff who ignored and deleted the email shows that the level of 

security awareness needs to be improved so that warnings of specific phishing attacks in the 

future can be spread more quickly. The percentage of FBP staff that are less aware of attack 

notifications is 78.4%. Therefore, various measures should be taken, especially by the ICT unit 

to ensure cybersecurity warnings reach FPB staff, this can be by creating a website as an 

information center for their staff.  Another important finding is the change in participants' self-

assessment ratings before and after the study by the staff, since 95.88 is higher than the 

significance level of 0.05, based on this, the result is statistically significant. This suggests that 

the study had a meaningful impact on participants’ self-assessed knowledge, leading to 

increased ratings after the study. The increase in higher ratings ("Excellent" and "Good") and 

the decrease in lower ratings ("Fair," "Poor," and "Very Poor") after the study suggests 

improved confidence and awareness. The study appears to have been effective in enhancing 

the participants' understanding of phishing threats. 

FPB staff's perception of this simulation activity is also considered. 81.1% of respondents 

agreed that these simulation activities should be held regularly and 83.8% of respondents 

agreed that these simulation activities increase their cybersecurity and phishing awareness. 

This percentage shows that cybersecurity awareness activities that are real-time and two-way 

communication should be given due attention by the ICT unit, FPB. This can be raised as an 
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effort to educate FPB staff to identify the characteristics of specific phishing attacks that come 

to them and then take appropriate action.  

Objective 1: To measure the current state of cybersecurity resilience at the Federal Polytechnic 

Bali, Nigeria, particularly to phishing attacks. 

Based on the pre-simulation survey, the first objective of the study has been achieved through 

the feedback from the administered questionnaire survey. The data has been collected to 

measure current cybersecurity awareness in FPB and the data has been analyzed successfully. 

The current cybersecurity resilience at FPB among the staff shows significant exposure to the 

possibility of being attacked, particularly in phishing. Findings from pre-simulation surveys 

indicate that 60% of staff had low awareness levels, this percentage suggests that more than 

half of staff require improvement in cybersecurity awareness. 

Objective 2: To design and implement phishing simulation exercises tailored to the institution's 

specific context and threat landscape.  

Based on the study design described in Chapter III, the second objective of this study, which 

aims to design phishing campaigns for FPB staff, has been successfully accomplished as well. 

The phishing campaign was created to simulate real-world phishing attempts. The design 

process complied with ethical guidelines to safeguard staff’s data. In this awareness nearly half 

of the staff members 41.8% had engaged with phishing emails during the simulation. 

Objective 3: To evaluate the effectiveness of phishing simulation in improving staff awareness, 

preparedness, and response to phishing threats. 

The third objective has been achieved based on the frequency and percentage analysis reported 

in Chapter IV.  For the analysis of the effectiveness of the simulation activity, the elements that 

are given attention are related to the simulation activity that has been carried out and the user's 

perception of the activity. The element that is given attention is the comparison of the 

percentage of respondents from different schools as well as the comparison of the percentage 

of respondents for both pre-simulation and post-simulation surveys on rating assessment of the 

FPB staff. This simulation raised awareness among 83.8% of staff members and admitted the 

effectiveness of phishing simulations. Similarly, 81.1% of the staff member support regular 

phishing simulations, and recognition of their value in preparedness This indicates a positive 

shift in cybersecurity behavior. 

 

CONCLUSION 

 

In summary, this study has contributed to increasing knowledge in the field of phishing and 

cybersecurity awareness. This specific phishing attack simulation activity is the first practical 

exercise at FPB to help identify the level of cybersecurity awareness and education among FPB 

staff. Through this study, an ethical and structured specific phishing attack simulation 

implementation procedure can be provided. This simulation activity can be done periodically 

and internally in addition to saving time and cost. The research provides insights into the level 

of cybersecurity awareness among FPB staff by identifying the susceptibility of staff to 

phishing attacks through realistic simulations. Besides that, the research contributes by adding 

empirical evidence to the field of cybersecurity education. It validates the effectiveness of 

phishing simulations in improving staff's ability to recognize and avoid phishing attempts. 

This study underscores the importance of cybersecurity awareness among staff, a skill that 

extends far beyond their working experience in FPB. Phishing attempts are a daily occurrence 

in today's digital landscape, targeting individuals to steal sensitive information or compromise 
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their digital assets. By educating staff about these threats, this study equips them with 

knowledge that will serve them in their online activities. This phishing simulation awareness 

also helps staff to protect their personal information and financial assets. In addition, the results 

of the analysis of this study can identify groups of FPB staff who need to be given attention to 

increasing cybersecurity awareness. The results of the analysis can also be used as an indicator 

when planning ICT cybersecurity awareness programs, training or courses according to the 

target group that has been identified. Moreover, this exercise implies that an organization could 

ethically strengthen its cyber environment without having to involve a third party in the 

execution of the simulation exercise. 
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