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ABSTRACT

The increasing use of web-based applications has also heightened security risks that must be
addressed. According to data from Id-SIRTII/CC and BSSN, 976,429,996 anomalous traffic
events were detected in 2022, and 403,990,813 in 2023, highlighting the high level of
cybersecurity threats in Indonesia. The lack of security updates for many websites makes them
highly vulnerable to cyberattacks such as web defacement, a cyberattack that targets vulnerable
websites or web servers by exploiting system flaws to alter, damage, or delete web page
content. This study aims to analyze vulnerabilities in web applications and formulate mitigation
strategies based on OWASP Top 10 standards. Testing was conducted in a simulated
environment using both manual and automated methods with tools such as Kali Linux, Burp
Suite, and ZAP to identify and exploit vulnerabilities. From 48 Use Cases and 100 Test Cases,
100 vulnerabilities were identified and successfully mitigated using appropriate strategies,
achieving a 100% mitigation rate by implementing proper access control, input validation, and
the use of parameterized queries or prepared statements, to improve web application security
against similar threats in the future. The findings of this research are expected to assist
developers and organizations in implementing effective mitigation strategies to address
vulnerabilities in the web applications they manage and develop.

Keywords: web application vulnerabilities, OWASP Top 10, vulnerability analysis, mitigation
strategies, cybersecurity

ABSTRAK

Peningkatan penggunaan aplikasi berasaskan web juga telah meningkatkan risiko keselamatan
yang mesti ditangani. Menurut data daripada Id-SIRTII/CC dan BSSN, 976,429,996 kejadian
trafik anomali dikesan pada 2022, dan 403,990,813 pada 2023, yang menonjolkan tahap
ancaman keselamatan siber yang tinggi di Indonesia. Kekurangan kemas kini keselamatan
untuk banyak tapak web menjadikan mereka sangat terdedah kepada serangan siber seperti
kerosakan web, serangan siber yang menyasarkan tapak web atau pelayan web yang terdedah
dengan mengeksploitasi kelemahan sistem untuk mengubah, merosakkan atau memadam
kandungan halaman web. Kajian ini bertujuan untuk menganalisis kelemahan dalam aplikasi
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web dan merangka strategi mitigasi berdasarkan piawaian 10 Teratas OWASP. Ujian telah
dijalankan dalam persekitaran simulasi menggunakan kedua-dua kaedah manual dan automatik
dengan alatan seperti Kali Linux, Burp Suite dan ZAP untuk mengenal pasti dan
mengeksploitasi kelemahan. Daripada 48 Kes Penggunaan dan 100 Kes Ujian, 100 kelemahan
telah dikenal pasti dan berjaya dikurangkan menggunakan strategi yang sesuai, mencapai kadar
pengurangan 100% dengan melaksanakan kawalan akses yang betul, pengesahan input dan
penggunaan pertanyaan berparameter atau pernyataan yang disediakan, untuk meningkatkan
keselamatan aplikasi web terhadap ancaman serupa pada masa hadapan. Penemuan
penyelidikan ini diharapkan dapat membantu pembangun dan organisasi dalam melaksanakan
strategi mitigasi yang berkesan untuk menangani kelemahan dalam aplikasi web yang mereka
urus dan bangunkan.

Kata kunci: kelemahan aplikasi web, 10 Teratas OWASP, analisis kelemahan, strategi mitigasi,
keselamatan siber

INTRODUCTION

In the rapidly evolving digital era, cybersecurity threats are increasing. The Internet of Things
(IoT) phenomea has swiftly emerged into a required ecosystem in which data, processes,
humans, things and the Internet are associated with each other (Aman et al. 2020). [oT devices
can operate remotely and without human intervention, leaving them vulnerable to physical
attacks (Nisar et al. 2020). According to the data from Id-SIRTII/CC and BSSN, 976.429.996
million anomalous traffic incidents in 2022 and 403.990.813 million in 2023 recorded
(Direktorat Operasi Keamanan Siber 2022; Direktorat Operasi Keamanan Siber 2023). When
strengthening the cybersecurity of the public and private sectors in order to create a safe and
reliable environment, an organization must prioritize minimizing the impact and effect of
cyber-attack threats (Abdullah, Marjuni & Mukhtar 2022). Nonetheless, due to the evolving
threat landscape, staying one step ahead of malicious actors in cybersecurity is a constant
challenge (Kazmi et al. 2023). One real cyberattacks targeting web applications is web
defacement, where attackers exploit system vulnerabilities to alter or damage a website’s
appearance (Bach-Nutman 2020).

The OWASP Top 10 is the leading standard in web application security, listing the ten most
critical vulnerabilities based on exploitability, prevalence, ease of detection, and impact. This
standard is regularly updated by experts to ensure protection against emerging threats
(Darmawan, Naibaho & De Kweldju 2024; Yudiana, Elanda & Buana 2021; Kollepalli et al.
2024; Isnaini et al. 2024; Riandhanu 2022; Rahimy, Adelyar & Manandoy 2023). Figure 1
presents the OWASP Top 10 categories for 2021, providing a framework for developers to
identify and mitigate security risks in web applications (OWASP 2024).

2021
A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
A03:2021-Injection
A04:2021-Insecure Design
A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
A07:2021-Identification and Authentication Failures
A08:2021-Software and Data Integrity Failures
A09:2021-Security Logging and Monitoring Failures*
A10:2021-Server-Side Request Forgery (SSRF)*

FIGURE 1. OWASP Top 10 version 2021, illustrating the ten most critical categories of web
application vulnerabilities as published by OWASP.
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Although awareness of web application security continues to increase, many organizations still
face challenges in implementing effective security practices. The severity of vulnerabilities is
influenced by technical aspects and the selection of technologies and system infrastructure
(Riandhanu 2022). An attacker can exploit these vulnerabilities to gain unauthorized access to
IoT devices, manipulate data, steal sensitive information, or disrupt critical infrastructure
(Almazrouei et al. 2023).

This study aims to analyze web application vulnerabilities based on OWASP Top 10 standards
and formulate effective mitigation strategies (OWASP 2024). Previous research (Almaarif &
Lubis 2020) primarily focused on identifying vulnerabilities through Vulnerability Assessment
and Penetration Testing (VAPT) without comprehensively addressing mitigation strategies,
this study is expected to contribute to the development of a comprehensive mitigation
framework. By presenting case studies and test scenarios for each identified vulnerability, this
research offers practical solutions to enhance web application security.

To sharpen the scope and ensure methodological clarity, the study is further guided by the

following research questions:

Research Questions

This study is guided by the following research questions (RQs):

RQI1: How effective are mitigation strategies such as access control, input validation, and
parameterized queries in addressing these vulnerabilities?

RQ2: What lessons and practical recommendations can be derived from the simulation
framework to support developers in strengthening web application security?

LITERATURE REVIEW

The security of web applications has become a primary focus in technology development due
to increasing threats to user data privacy and integrity. Several previous studies have
highlighted the importance of security testing in identifying and addressing vulnerabilities that
may compromise system safety.

While these studies provide valuable empirical insights, a theoretical foundation is also
necessary to strengthen the analytical framework. From a theoretical perspective, this study is
grounded in fundamental information security models. The CIA triad (Confidentiality,
Integrity, Availability) provides a basis to evaluate whether vulnerabilities threaten sensitive
data protection, system reliability, or service continuity. Additionally, the STRIDE threat
modeling framework (Spoofing, Tampering, Repudiation, Information Disclosure, Denial of
Service, Elevation of Privilege) helps classify the nature of attacks tested in this research.
Integrating these models enables a structured assessment that aligns the simulated
vulnerabilities with broader cybersecurity theory.

Research by Yudiana, Elanda and Buana (2021) examined the implementation of a web-based
e-office information system for document archiving. Security testing using the OWASP Top
10 methodology successfully identified ten common vulnerabilities, including Injection and
Cross-Site Scripting (XSS), and provided security improvement recommendations. Another
study on e-voting systems for village head elections used security scanning tools such as ZAP
and Arachni based on the OWASP framework, revealing vulnerabilities like XSS and Directory
Traversal, which could be exploited to bypass security restrictions and execute commands
outside the server's root directory (OWASP 2024).
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The study by Almaarif and Lubis (2020) investigated vulnerabilities through the Vulnerability
Assessment and Penetration Testing (VAPT) process on a government website. However, most
studies focus primarily on identifying vulnerabilities without providing a comprehensive
mitigation approach, particularly in designing test cases and use cases. Therefore, this research
aims to develop test cases and use cases that focus on mitigating each identified vulnerability.
By doing so, this study provides practical guidelines for web developers to enhance system
security and reduce potential risks.

RESEARCH METHODOLOGY

The methodology of this research is designed to analyze vulnerabilities in web applications
susceptible to attacks following the OWASP Top 10 standards, evaluate and develop mitigation
strategies to address the security gaps found and follow the framework presented in Figure 2.

Preparing Environment Test
- Designing Vulnerable Web Application
- Configuring Environment

v

Proof of Vulnerability and Non-Vulnerability Test Cases

|

Example of One Use Case and One Test Case
- Example of Vulnerable Use Case and Test Case
- Example of Non-Vulnerable Use Case and Test Case

|

Vulnerability Evaluation and Mitigation
Results

FIGURE 2. Conceptual framework.

PREPARING ENVIRONMENT TEST

The first stage of this methodology is to prepare the testing environment. This process involves
the following steps:

1. Designing vulnerable web application: The web application used in this research is
deliberately designed to contain vulnerabilities following the OWASP Top 10 categories
(OWASP 2024). Each vulnerability is simulated to resemble real-world applications
accessible to the public, facilitating identification during testing. This application
functions as an IT inventory management system with two user roles: admin and staff,
supporting CRUD (Create, Read, Update, Delete) operations along with additional
features relevant to this study. Its structure is designed to accommodate various
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vulnerabilities based on OWASP Top 10 standards (OWASP 2024), making it a suitable
test object for this research.

Configuring environment: The testing environment is configured using a virtual machine
(VM) to replicate real-world conditions. This approach provides an isolated and
controlled environment for hosting the intentionally vulnerable web application. The use
of a VM was chosen for the following reasons: (a) Isolation: Ensures that the testing
environment is isolated to reduce the risk of external interference; (b) Replication: VMs
enable the replication of an environment that closely resembles real-world production
conditions; and (c) Security: Minimizes the risk of attacks spreading from the vulnerable
application to other networks.

PROOF OF VULNERABILITY AND NON-VULNERABILITY TEST CASES

Each type of vulnerability is associated with a specific test scenario that includes various relevant
exploitation techniques, as shown in Table 1. In this testing process, various penetration tools
were utilized to support comprehensive testing, including Kali Linux as the primary operating
system, as well as OWASP ZAP and Burp Suite to detect and exploit the identified vulnerabilities
(PortSwigger 2024). Table 1 illustrates Each category has a different number of Use Cases (UC)
and Test Cases (TC), tailored to the focus of the testing (OWASP 2024).

TABLE 1. Mapping scenario test case for vulnerable and non-vulnerable

OWASP Category ucC TC
A01:2021- Broken Access Control 7 14
A02:2021- Cryptographic Failures 3 5
A03:2021 - Injection 5 16
A04:2021 - Insecure Design 11 18
A05:2021 - Security Misconfiguration 6 17
A06:2021 - Vulnerable and Outdated Components 1
A07:2021 - Identification and Authentication Failures 3
A08:2021 - Software and Data Integrity Failures 3
A09:2021 - Security Logging and Monitoring Failures 8 14
A10:2021 - Server-Side Request Forgery (SSRF) 1 2

EXAMPLE OF ONE-USE CASE AND ONE TEST CASE

The design stage aims to design the system architecture and chatbot interaction flow. Design
how chatbots store user data, learn user preferences, and provide appropriate responses. In this
stage, it is carried out:

1.

Example of vulnerable use case and test case: At this stage, the researcher will provide
an example of a vulnerable use case that exhibits a security weakness, along with a
corresponding test case to exploit the vulnerability. This demonstrates how
vulnerabilities can be identified and exploited within the application.

Example of non-vulnerable use case and test case: Next, an example of a non-
vulnerable use case will be explained, showcasing a properly functioning scenario
without vulnerabilities. The test case in this instance illustrates how implemented
security controls can prevent potential attacks.
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VULNERABILITY EVALUATION AND MITIGATION RESULTS

This section reviews the results of the vulnerability evaluation conducted during testing, along
with the mitigations applied to reduce or eliminate potential risks. Mitigations may include
code fixes, security configurations, or software updates to strengthen the application (Bach-
Nutman 2020).

RESULT AND DISCUSSION

This section will discuss the proof of vulnerabilities and non-vulnerabilities, with the goal of
resolving 100 vulnerabilities across 48 use cases and 100 tests. Testing is carried out with
examples from one use case and one test case, as well as vulnerability evaluations and
mitigation results. The analysis begins with setting up the test environment, which includes
evaluating the flow model and the environment configuration. Test scenarios are then run to
compare the vulnerability and non-vulnerable test cases, and the mitigation phase focuses on
designing and implementing remediation strategies tailored to the specific risks in each
OWASP Top 10 category.

PREPARING ENVIRONMENT TEST

In this study, the research environment is prepared, covering several critical aspects required
to conduct vulnerability testing based on the OWASP Top 10 standards.

1. Design vulnerable web application: Figure 3 illustrates the threat model simulation
used in this study, where a threat actor represented by a pentester. The testing process
conducted in this study comprehensively targets all ten categories of vulnerabilities
listed in the OWASP Top 10. Each vulnerability type including Broken Access
Control, Cryptographic  Failures, Injection, Insecure Design, Security
Misconfiguration, Vulnerable and Outdated Components, Identification and
Authentication Failures, Software and Data Integrity Failures, Security Logging and
Monitoring Failures, and Server-Side Request Forgery (SSRF) was systematically
simulated and assessed through test scenarios designed to reflect real-world attack
vectors. Figure 4 highlights the assessment process using the OWASP ZAP
vulnerability assessment tool (OWASP 2024). The test results confirm that the
designed web application effectively incorporates vulnerabilities aligned with the
categories outlined in the OWASP Top 10 standards.

Vulnerability Assessment )
' &

N

> 4

Web Server

Pentester

FIGURE 3. Testing flow model.
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Alerts (11)
[ sQL Injection (2)
/¥ Absence of Anti-CSRF Tokens (9)
|4 Content Security Policy (CSP) Header Not Set (9)
" Missing Anti-clickjacking Header (8)
|~ Cookie No HttpOnly Flag
|- X-Content-Type-Options Header Missing (12)
[ Authentication Request Identified
[* content-Type Header Missing
[*¥ Information Disclosure - Suspicious Comments (2)
¥ Modern Web Application
FIGURE 4. [ session Management Response Identified (11) Vulnerability
scanning results generated using the

OWASP ZAP tool, showing identified weaknesses in the simulated environment.

2. Configure environment: Figure 5 illustrates a tightly configured testing environment
where only ports 80 (HTTP) and 443 (HTTPS) are open. This configuration aims to
minimize the attack surface by restricting access to other services that could introduce
additional vulnerabilities. This approach ensures that testing remains focused on web
application vulnerabilities without being affected by server or network
misconfigurations, in alignment with the evaluated OWASP Top 10 categories.

Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-11-22 17:26 WIB
Nmap scan report for web-angga.com (192.168.1.70)

Host is up (0.0046s latency).

Not shown: 995 closed tcp ports (conn-refused)

PORT STATE SERVICE

80/tcp open http
443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 0.37 seconds

FIGURE 5. Results of the open port testing on the server.

PROOF OF VULNERABILITY AND NON-VULNERABILITY TEST CASES

Each vulnerability category in the OWASP Top 10 is tested through a series of scenarios to
identify potential exploitation and assess the effectiveness of the applied mitigations. This
process aims to ensure that preventive measures have successfully reduced or eliminated
existing risks.

Table 2 summarizes the number of use cases and test cases designed to test the vulnerability
categories based on the OWASP Top 10 standards. A total of 48 use cases and 100 test cases
were carried out to evaluate the vulnerabilities and the effectiveness of the mitigations applied
to the web application. Each category is tested with a series of exploitation scenarios to identify
potential vulnerabilities and verify the implemented mitigation measures.

TABLE 2. Proof of vulnerability and non-vulnerability test cases

OWASP Category Type of testing ucC TC
A01:2021 Functional and security testing 7 14
A02:2021 Data storage and transmission security testing 3 5
A03:2021 Input validation and query security testing 5 16

A04:2021 Design validation and robustness testing 11 18
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A05:2021 Configuration validation and deployment testing 6 17
A06:2021 Dependency and component security testing 1 2
A07:2021 Authentication mechanism testing 3 7
A08:2021 Data integrity validation and update testing 3 5
A09:2021 Activity logging and monitoring testing 8 14
A10:2021 Input validation and network security testing 1 2
Total 48 100

EXAMPLE OF ONE-USE CASE AND ONE TEST CASE

Testing on the application was conducted to evaluate its vulnerabilities or non-vulnerabilities
related to access management of sensitive configuration files, such as the .env file. In this case,
the tested use case is the lack of adequate control over the .env file due to incorrect .htaccess
configuration. Subsequently, testing was performed to assess the effectiveness of protection
applied to sensitive files and directories, ensuring that the .htaccess configuration was correctly
set up to prevent unauthorized access.

1.

2.

Example of vulnerable use case and test case: In Figure 6, we can see that the .env file,
which contains sensitive configuration variables, can be accessed through the URL or
the application's public directory. Unauthorized access to this file allows attackers to
view sensitive information such as database credentials, API keys, and more, which can
be exploited to compromise the security of the application. This issue commonly arises
due to poor or missing configurations in the .htaccess file, and is often further
exacerbated by developers' negligence in properly setting directory listing protections.
One critical configuration that is frequently overlooked is the Options -Indexes
directive in Apache, which should be applied either in the .htaccess, apache2.conf, or
the virtual host configuration. Without Options -Indexes, Apache may automatically
generate a file listing for directories without an index file, exposing sensitive files like
.env to public access. With the sensitive information obtained from this file, an attacker
could access and modify data further, potentially worsening the impact of the attack.

& C @ O A web-angga.com

DB_HOST=localhost

DB_NAME=inventory db2 n
DB USER=root ptions -Indexes

DB_PASSWORD=pramudia

(a) (b)

FIGURE 6. (a) Example of accessible .env configuration file due to misconfigured
.htaccess; (b) Apache configuration using Options -Indexes to prevent directory listing.

Example of non-vulnerable use case and test case: Based on Figure 7, the system has
been properly configured to protect sensitive configuration files, such as .env, from
unauthorized access. This is demonstrated by the server response with a 403 Forbidden
status code when the file is accessed through a browser or testing tool. This mitigation
is implemented by restricting access to the .env file using rules in the .htaccess file or
other server configurations. These settings prevent the leakage of critical information,
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such as credentials and application configuration data, thereby reducing the risk of
exploitation by unauthorized parties.

A Notsecure web-angga.com

Forbidden

You don't have permission to access this resource

FIGURE 7. env File Access Forbidden.

VULNERABILITY EVALUATION AND MITIGATION RESULTS

This mitigation phase focuses on designing and implementing remediation strategies tailored
to the specific risks in each OWASP Top 10 category. The process begins with evaluating
identified vulnerabilities to address their root causes. Based on this, best practices, security
controls, and patches are applied to reduce risks to an acceptable level.

The mitigation targeted key vulnerabilities, primarily in Insecure Design, Security
Misconfiguration, and Injection categories. Strategies included implementing access controls,
input validation, parameterized queries, comprehensive logging, and restricting permissions.

The results show a 100% success rate, with all 100 vulnerabilities from 48 use cases and 100
test cases resolved. This demonstrates the effectiveness of the mitigation efforts in securing the
application and improving its overall security posture, by implementing proper access control,
validating user input, using parameterized queries or prepared statements, implementing
comprehensive logging of security-relevant events, and restricting access and permissions only
to necessary functions. As a result, the application is now secure from the threats that existed
earlier, assuring its improved security posture.

Limitations and Scope

While demonstrating the effectiveness of the proposed framework, there are several limitations
that should be acknowledged. First, this evaluation was conducted in a controlled, pre-
configured simulation environment, which may not fully replicate real-world/production
deployments. Second, scalability challenges may arise when applying this framework to large-
scale enterprise systems with more complex architectures. Finally, this study did not
incorporate continuous integration/continuous deployment (CI/CD) workflows, which are
relevant in modern development workflows.

CONCLUSION AND FUTURE WORKS

Based on the analysis of the web application using the OWASP Top 10 categories, 48 use
cases, and 100 test cases were tested, revealing 100 vulnerabilities, which are listed in Table 3,
and categorized according to the OWASP Top 10 standards. The testing showed that 100% of
the test cases demonstrated the application's vulnerabilities. Mitigation efforts were carried out
with strategies aligned with the OWASP Top 10 categories, successfully reducing 100% of the
identified vulnerabilities. These strategies included implementing proper access control,
validating user input, using parameterized queries or prepared statements, implementing
comprehensive logging of security-relevant events, and restricting access and permissions only
to necessary functions, effectively reducing the application's vulnerabilities. This research
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details the web application structure, database, findings, mappings, and mitigation strategies,
which open data that can be accessed. The findings of this research are expected to help
developers and organizations implement effective mitigation strategies for web application
vulnerabilities. These results emphasize the need to continuously align security practices with
evolving standards like the OWASP Top 10. Future research could test over 100 cases to
uncover additional vulnerabilities and provide a deeper understanding of the application's
security posture.
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